Abstract. This paper reports the lessons learnt about the benefits of using a formal verification tool like PVS to support field studies. The presentation is based on a field study in the healthcare domain which was designed to investigate the resilience of human behaviour in an oncology ward of a hospital. The automated reasoning tool PVS was used systematically to compare actual practice observed during the field study with normative behaviour described for example by user manuals for the devices involved. The approach helped (i) identify latent situations that could lead to hazard, and (ii) suggest situations likely to warrant further investigation as part of the field study. The main contribution of this paper is a set of detailed examples that illustrate how we used PVS during the field study, and how the tool led to insights.
Introduction
One approach to understanding complex socio-technical systems prior to introducing new technology is to undertake field studies. Field studies involve going to the real workplace to investigate how work is actually done, e.g., by observing workers and asking them questions. Little research addresses tool support that would help investigators during these field studies. To date, software tools developed and used by field researchers mainly focus on storing and encoding information -see for instance [14] . This paper explores how an already existing tool typically used to verify hardware and software can be used to reason about the field study data that is collected in a way that is accessible to field researchers. The aim is to automate routine checks, for example how consistent the information is, as well as to identify systematically those situations that are likely to warrant further investigation. The concern is to identify situations where gaps in the way artefacts and information resources support user actions may create sufficient preconditions for unsafe user actions potentially leading to harm. Previous work [2, 6, 7] has explored the benefits of using verification tools when re-analysing data from already completed field studies. In particular, we were able to gather additional insights about the socio-technical system, and we argued there that such an analysis could help when performed during the field study. However we had no direct evidence to support the claim. This paper builds on that research, in the context of a live field investigation. We report on our experience and the lessons learnt.
Contribution. We illustrate in detail how we used the PVS verification system to support investigations as part of a field study. The focus relates to specific situations faced during a field study carried out in the oncology ward of a hospital. Relatively simple use of the PVS verification system (i) helped identify latent situations that could lead to hazard, and (ii) suggested situations that warranted further investigation as part of the field study.
The rest of the paper is structured as follows. Section 2 makes clear how field studies and formal methods complement each other, and the benefits that can be obtained from their combined use. Section 3 describes artefacts and technologies involved in a particular procedures relating to glucose monitoring that were considered during the field study. Section 4 briefly introduces the PVS verification system and describes the modelling approach and the developed PVS models. Section 5 illustrates how a relatively simple use of PVS can provide useful insights for the field study. Specific real situations we faced during the field study in the oncology ward of a hospital will be the focus. They illustrate the obtained results and the lessons learnt. Section 6 contrasts and compares the approach with related work in the area and draws conclusions.
Integrating Field Studies and Formal Methods
Formal methods and field studies are traditionally seen as alternative approaches to analysing a system derived from completely different paradigms. On the one hand, formal methods are typically used to verify whether given properties hold for a model of the system under certain assumptions, and they are typically concerned with normative behaviour described in manuals and protocols. On the other hand, field studies focus on empirical approaches and aim to analyse how a system works 'in the wild' when deployed in the real world.
An alternative and more constructive perspective is to see the two approaches as complementary [15] , and use them within a cyclical process where they feed each other. This paper illustrates the lessons learnt from a successful story of integration of field studies and formal methods to analyse the resilience of a complex socio-technical system -a hospital ward where a new device has been introduced with the aim of making the overall system more robust and efficient.
The field study proved invaluable in that it enabled: (i) identification of the information resources required by participants in the work; (ii) understanding
